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[ASM] 

±-A^^r <>l-g-*H ECB, CBC, CBC-MAC, ^ OCB ££ ^ 91$: 

SLSH- #2\7\ 7flAl^cf. £ oj-jr^ ^1^., CPU^ <&2L%- #3] t^o]B\ ^ 

^-tfls^ ^ 5a tj-. cl^ro], oj-j:^. ^] 7 > ^Is-SH 71^ CPU 

i 2 
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t^sl ^1^^ {CRYPTOGRAPHIC APPARATUS FOR SUPPORTING 

MULTIPLE MODES} 

51 ^ yj-^-^fV ^ahh 4^- ^wltb a]^^ iL*}^- 

51 2^r 51 1^1 51 a) £ oj-^g). ^j*V j^-i=. 

£3^]£ 5 ^£ 2 ofl £A]^ ^.s. oj-j^ o.^ cq ^ SJ^ofl nj-S- 5] 3. ^-fr 2± 
°^*r 5l^#; 

51 4^b 51 2°fl 51 a) ^ o}--^ o.^ol CBC 5151 Bl^r CBC-MAC 51515. ^-^71 $)*() 

51 5^r 51 2 ofl 51a)<£ oj-jr^- o.^ol CNT 51515. ^^>7l ^*fl sglt^ 5)5 ^ 

i±<*|^ 51^; 

51 7^ 51 lofl 51 a) £ pjj^ A>o] ^ cfldB) oflAj^ o. S jy.^ 

51 8^ 51 2^1 51 a) ^ DMA ^Hl-e)^ FSM(Finite State Machine)* H^fe 
51 9^ 51 2°fl 51 A) ^ ^s), #5j ^ ZL^Jl l-s. oj-jrg). o_^o} ^ofl 4 = 

FSM-§- 5.<^xr 51 <3; 

) 
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£ 10a i-fl^l 5. lOb^r HWe^ pH^I '0'# ^^rfe- *H S-2fl^( zero-padding)* ofl 

£ ll£ 0CB S^^l SS^lif iH^r^ S.^; 

12fe 0CB J££L^ lS^]it 7fl^^ o.s n^ji 

£ 13^r 5. 1<H1 DfliBlSl cH^-efl^-i-CSAO - SAm+lH ^1 °1 ^ 

M"&(10 - Im+l)52f <H = 31^I-(DA0 - DAm+lHl cfl^Ei l-«(00 - 0m+l)# i± 

5> <y-Jl5|- 7l#^ ^t} 7 ) S$?tq 7.}^ JL . ^Sj- 7l 

#^^K transmission sideHH "fl *1 *1 ( °1 , #31*1 ^)^m(plaintext))* 
(encrypt ^rHl^K receiving sideHH ^1 *1 ( °1 S> , *>o]b) ^ iH(ciphering))» sfls- 
(decrypt) SE^ ^ J: SK decode )trCf. °1 &i *1H*1^ ^Misj- ^ 4^2}-^ ^SSf 7]#S. ^ 

6> ciHEi &§(Data Encryption Standard : DES)£- <*|e-i i^*^ 
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ANSI (American National Standards InstituteHH &it°-S. *fl-g-^ -I-^-^cr^ 
°lcr. oj^ofl^ a ££f oil^ 3-DES ^ AES ^4. <#3L2\- 

°^s]7H ^, ECBCElectronic Codebook), CBCCCipher Block Chaining), 

0FB(0utput Feedback), ^ CFBCCipher Feedback) ^^^>Jl &i=t. s^Itt 

(counter) ^ 0CB(0ffset Codebook) 2.= -§-£. ^l^^^cf. 

<18> <4iLH £ ^-^o^ S.^ ^ cf^oj SL^^r ^l^Kr ^jLJ-j- ^11- *fl^Hr31 ol 

<21> (^) 

<22> ^#tr W>Sf ^ -IS-*} -g- ^^>7l ^tr ^d\] ^}^ t ^S.^ofl dl 
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«l3f), ^"71 -B"^ g 4>7l #^ 1*1 n)^ -S-71 *1H ^1^*^] 

<23> H>fM^ *J*HH 9X°1*}, ^7) *lH -fr^^r, ^ ^Jiofl -g-#*lH 3>7] 

<24> o] ojo]^, ^-71 ^ S.^, ECBCElectronic Codebook) , CBCCCipher 

Block Chaining) 3.^, CBC-MAC(CBC-Message Anthet icat ion Code) CNT(Counter) 3. 

<25> O] ^Al^o]] ojo^ #7) oj-jLg). -fr^*, ^"71 B^ig.-"^ Dfl O) E| # 7^ 

<£2Lfi\r7} H^JL #7) <g£.#7]<% 2\n*\ <$3L5±$. HH^« 7^^7] *1 #^ 3fl*l 

<26> ol ^|oflc| 5*^, ^-71 <y-jL5j- -fr^ ^-7] ECB £££ 

<27> W>^3l*V ^A]^o)l o^A-}, ^71 #Jl3|- -fr^, ^ ^ -f^ 0_ S «E| *fl^ ^y] 

7l^>7l 3^7] *f\tl efl^^E^, >^7l ^7) Z]]7]^B\6\] ^7} 3L7] MS\ 

B\Q ^7) C-ilojEi °m Z]]t)+B\6]} 7^1-^ x9i\o]B\% ^E) £#*Rr 4 1 feS} <£^7ll- X 

<28> oj ^Aj^ofl oio^ , ^-71 ^5}- -S-^ ^"71 CBC CBC-MAC ^ °]± 
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<29> ©1 ^Aloflofl sa<>H, #71 -B-^o] #7] CBC-MAC 2.JE.3. a)), Aj- 7 1 pfl^el 

^mt-H-l^r #7] W^ofl <$3L^Q 3| 0} « #71 pfl2.^ofl 7]^*H 

<30> W>^^ AjAl^^ ^C^A^ A^ 7l cy-^g}. -f}-^*-, *,jc^ ^-^0.^«- E ^ 

7\^} 7 ) «flE-l efl^l^E^, Aj- 7 1 ^7] ^j E ^ efl7li^o)l C-Ho]Ei<H] 

*|*<m ^SflA} Aj.7) efl^iEH] cfA] ^^>fe 7>^V7l2l- ( <#7] 2~7] ^] 

e^liE^l 7-1^ CflojEll- ^S^}^ <y-XS|-7l^ ( #7] oj^ ^5.-^ afl^ HH^* 
Z\%*}7) W tilolEi <^ sH^liElfif, Aj-71 aj-Jr 3J-7H ^ *IH HI ^ E^ <2f #7] tflo] 

E-l ^ Eflxl^E-Hl djolE^l- ^E] ^^>7l ^ *fl 2 feBl ^Aj-7] ZL^]JL ^7} Z\) 2 

<£^7)2] #^ 7-]^>7] ^ C^o]E^ efl^iEil- ^^Cf. 

<31> o] <aX\a%6\) °Xo]*] t Aj-71 <y-^2|. aJ- 7 ] C NT £HS 

<32> W>^t> ^*HH 9X°1*\, -#7] <&3LS[ -R-^, ^7} T^o] ^<LS-^\$\ ^7] ^E^ 

A 3,7) tfjE] efl^^El^, Aj-71 oj^ ^^S.«-E^ ^7] ^ o] E ^ 1- ^ ^V*}^ cfl o] E| 

cl)o}El #^ efl^^E^, 7>Aj- 7 ]sq- ( Aj-7i ^3. 2j= Ai^ofl -g-^lH, #7] ^ 

^EH dlolE^, Aj-71 ^7) ^ efl^l^E^l tl}o)£\ ^ Aj- 7 ] 3)0^ <^ ^ efl^i 

^Hl *R V ?1 °1 *\ «• ^r&l ^ HHiM, 5E^r Aj-7] cflolEl <ys| efl^liE^i t-fl 

7>^dl ^7] ^S)-7l^ C-flolE-lSAi ^Sl-JEL, ^-7) S-= Aj^ofl o.i£ 

Aj-7] ^7] wflE^ efl^l^E^l 7-1^ C-llojEil- ^7] 71-^715. ^^Rr ^ 1 5)5. ZL 

S]J1 Aj-71 S.= Aljrofl ^-^-sfl^, Aj-71 cflolE^ ^ eflxj^E^l 7^ ^ C-flolEi ^ #7] 

^ <#S.5\-7}o]) <y-^5)-^ CflolE|# feE] ^^tt cfl o] E^ ^ ^^-7) 

°fl ^«fl>H ^SS)-^ CflolEj-I- #7] EflolE] #^ efl^l^E^ ^^>J1, Aj-71 ^-3)- 
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-S-'tNH, #7l ^JlS^H iS]*IM oj-j:^-^ C-flojE^ S7l «3]E^ e^liE^ ^l^Rr XI 

2 ^ 3 3.* S^tf. # 7 j 7>^7lfe #7] Xl 1 ^ Sl^^E^ X|*^ HHEH *13 ^ 
^€ T^^fl^i #7l 2:7] ^ ^^EH ^#^4. 

<33> ol ^oflofl flo^, ^-71 Xl 1 AjuH Xl 1 iBlt^AiSf, 1 fee} ^^l^, 

#7l £H AlJlofl -§-#*fH, #7l 3-7] Z]]x)+B\d\) #£ Q)o]^ 7}*±7)2\- #7] 

Xl 1 ^^l-eflA-jS. £Efe #7l 1 fee] <£#7l^. ^SHr Xl 2 ^El^HjAi ZLSlJl #7l ££ 
#jL«fl -§-^11^, #7l 31 efl^l^E^l C-flolE^l- ^-71 Xl 1 fee} <g#7l tri, 

#71 Xl 1 ^EH-UjA^ ^SRr Xl 3 ^El^ejl^l- a^tf. #71 Xl 1 fee} <3#7lfe # 
71 Xl 2 ^ Xl 3 ^Ell-eJ^l-^-HE-lol ^>#^ fee} ^^VJl, #71 Xl 1 igE]#S| 

*\$= #71 £L£L Al^ofl -§-#*lH, #71 Xl 2 ^Hl^^Ai, ^-71 Xl 1 feel ^#71 Hfe #7l Xl 

3 ^El^EJjA-l^ ^a]^ #7] oJ-^S^lS ^-71 Xl 2 2)5.^, X| 4 HE] 

# HJ H , XI 2 feel <a#7l, ZLElZL #7l 5LJEL A]Jroll -§-#*iH, #7l ^Jisl-71^ #7) 
XI 2 feel <a#7l 21 fe #71 XI 4 ^el^BJH SEfe/nelji #7l ^7l efl^iE^ 
fe XI 5 ^El#^A-l§ if-^Vq-. #7l XI 2 feel <^#7lfe #7l XI 3 ^ XI 5 ^El^EJjA^o) 

^m^^i feel «S#^ji, #71 211 4 ^E|#ejiA^fe # 7 ] ^ 2 feel <3#7l Hlfe # 
71 XI 5 'HEH-HMcq Aj-7] c^olE-1 #^ cflolE^ ^^tVrf. 

<34> wV^t!: ^*1<4N ^^l, #7} ^ -jf^, #71 ^ ^D)^ 7^#^ Ofi o] E^ fe ^ 

#71 <g-^^- xl^s]£^- xl<xtb4. 

<35> ol ^AHlcil 5a<H^ , #71 XH 4r^£r, #71 tfls| ^ #£ ^ cfl ol E-| 7}- n] E| 

M 37l^.cf nfl ^-jt^ (zero-padding)* ^H^. 
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<36> wl-^tb ^*HH1 9l°]*\, *\2\t: FIF0(First-In Fisrt-Out) ^^H^l, 3<H 

<37> wV^-^t!: -M^l^l^l Sl^^i, ^-71 #^ w^tt FIFO(First-In Fisrt-Out) ^^^i, 

<38> ti>%^tl: ^HH 91°]*}, -#7} ^l-SLej ^iHl-ei^, DMACDirect Memory Access) 

« «y-s^>7l <y-s^ neloi -S-71 -y-ssi- *H«Hr ^°o v ^el 

# S^tb^f. #7l ^2|- ^71 ^lS.^-Bi <$5_3\- ^^o\) -g-^- 

7] <^ tf^ofl ^olEi «y-^5l-^7l ^tr ^Jl^)- -fr^ ZLElJl #7l #315)- o.^ 

dHEi# 7]^>7l ^ ti^* 5£f-W. ^7] v\)3.?l ^Hl-S]^ ^> 

si, -*7l <$^ Vi\*\, #7] <&3L$- -frH % #7] #3 *\^$=r -8-71 *1H -tlJil-oll ^ 

<40> (^Alofl) 

<42> £ l^- m. H>^-2jtr ^HH #3:3- ^a]*r ^1^^^ 

±r 5.&°]t\-. #3ls* ^ltr Aj^Ejoil^ c-fl^a ig- ^^Ei, ^cfl-g- PDA 
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^ ^1 $1^. 5L l^r &2i?>}#, -§-<0 A]i^o r> CPU(IO), ^2.51(20), #3LSj- 

(30), #*fl7l(40) HZ] 3. Al^efl t^i(50)» a^-tb^. *ll2.ej(20)-er <#JLS}- x^v 
*>jl 9X^, fefl°J^iS2l- #M2l^B# ^^cf. CPU(IO)^ ^l£.el(20H] #2. 
51- tcj-e}-^ oj-^^j. ^-^1(30)7> ^SKE.-^ ^HW. ^ 7 fl 7 ](4o)fe a^ea 

(50 HI ^ 7fl<^ DMA ^E^-i-ol o^eM ojo. ^ ^^(50)* A>-g-^- ^ ^ 
DMA cl-iE-] ofl Til -Mtr^. 51 H ^-a] Al^EjoflA^ CPU(10)2f -fr^(30)°l 

DMA n>^Eis^ 7)±5-5}7] f^fl 71(40) 7} 

<43> 51 2^b 51 lofl S.X\Q ^1(30)^1 ^Mltb ±L°^fe- ^^^o)€\-_ £ 2 # 

^-S^, 0 J-l5l- ^1(30)^ *)W -fr^(31), DMA SH-f-el (32) , <y §3 ^^(33), #3 
(34) ^LSlJL Ir-Ij- <y-JlS)- 4rbUblock cipher unit)(35)^g- 5L^t}. 

<44> ^ 0.^(31)0. CPU(10)S^-E1 ^l^sl^ ^iL ^, <H = 3] ^(Source 

Address : SA), ^ °1 ^^(Destination Address : DA), ^]°}^\ 3L7](data size : D_SIZE) , 
■M 3.71 (block size : B.SIZE), 7l(key : K), 7l A}oi^( key s i ze ), 

^HKdirectionX^JlSKencryption) ^rSLify (decrypt ion)) , 3^7} ^] ( Init ial izat ion 

Vector) ^ 3.ZL7} ^^ms)^, <#3L5\- (30) vflSl ^ Ait# ^oj^. DMA 

1-^(32)^ ^(31)21 ^Hofl -§-#*jH, ^3.51(20)3 ol = efl^(SA)oll #511 

°J^iHt ^-#*fl>H ^ wIseI (33)<H1 *|#*l-uL 3.tU[3L #^ WW34H ^M^l^H 
1- ^£51(20)^ ^JE.efl^(DA)^l 7^J-*Vcf. <Q^ a} si (33 HI ts1<?l^iBr # 

^ oJ-Jls)- -^-^(35)^.5. mtQz}. i^cfl, M ■y-S^- -B-^(35)ol 128 ti]B 

AESS ^^fe , ^^ ^3\(33)S.^ M <&2Li% -fr^(35)AS #irEl fe- Ir^-S] 37^ 
128 wlH^lcf. #e) Hlsl(34)fe <&3L$- ^(35)°-^*-] £) ^M^^e 
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\ 

«fJL, *IH -a-^ (31)^1 *fl<>M 4^ ^ol^QjiB* DMA ?iHl-5l(32)S ^^"tbcf. 

$3 3 tH 5il(33) ^ #3 ^3](34)^ zfzj- FIF0(First-In First-Out) ^sqjl, 3.7)^ 

^ #3l3- -fi-^(35HH ^E)^ 3.7]^ 2«flolrf. ZLe^S-S., <y % ^(33) ^ # 

3 *W34)^r 2 7flSl zfz}- ^ 544. <4|3tfl, #313}- ^(35)°1 tr # 

°fl *1s^Rr ttJ^B 371 7> 128 wlH(bit)«>m, ^3 ^(33) #^ ^^(34) 

S\ 3-7}±r 256 HlH°lch o) ^H^, <g ^ ^3)03) ^ #3 wW34)^r ^ 2 7fl 

3 ^ 91^ li<L5L *k*$*}%SL^, ^(33) ^ #3 ^^(34)^1 3.7]^ 

cf°o^Ml ^€ ^ 5114. #312)- -fr^(35)£- <^m^, AESCAdvanced Encryption 

Standard) #5l2r7l«- 5Lf-tr4. M #Jls|- £-^(35)^ ^Mltr sl5 ^ ^ 

< 45 > £3^1 £ 5^r £ 2<H1 5L*}& ^ <&ZL5± -fr^(35)£| £=^1 t 1 ^* 

iL^^r SL^l-oiq-. 51 3^ 51 2<Hl 5=*1€ W #Jl5r -fr^(35)°l ECBCElectronic 

Codebook) 5L = sL ^*\7) ^sfl ^Atr i?3. ^€~§- iL<^Jl #4. £3* %>S*>^ , ECB 
5.3=^ l-s- #JiS}- -a-^(35a)^r rSfto]^ <$b$ 31*1^1(110), r^o]^ 31*1^(120) us] 

-H #Jl5r7l(130)« S^-trCf. £ 2<*fl S*l^ H^(33)^Jf Eis] l-3l#^H 

£ c)MEi 31*1^1 (110)# -f-«H #31^-71(130)5. ^^^cf. 1-^- #51^-71(130) 

*IH -H-^OD^S-YH-i ^<H*]^r 7l(K)^l -nJ-eM #^5r» ^*^1-J1, *H^3)iH-I- dloi 
3 #3 31*1^(120)5. #^^4. cflolE^ 31*1 ^E-K 120 HI SH^tt £ 2ofl JE 

#3 ^(34)5. #3€4. 
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< 46 > 51 4^r 51 2*11 51*] € -a-s. oj-jr^. -0.^(35)01 CBC(Cipher Block Chaining) 5151 21 

CBC-MAC(CBC-Message Anthet icat ion Code) 51515. -S-^l-71 ^«fl €-S-tr s)5 ^-S-fr iL<*|^r 

<47> £ 4# #2:SHa, M- ^jSlS* -°rbJ(35b)£- 3L7]& efl^l^(210), A*]*-] <$^ e fl^i 

E| (220), #^ 31*1^(230), ^!--?-X) o} 0^71(240) zl^JL ^ <&3LS%7] 

(250)1- 31*1 ^(220)1- *«H je 241 51*m <y ^ *1 3] (33)5^1 

^efl^lsi^H 3,71^ efl^l^Ei(210)^l 3,7] ^(initialization vector) 3| 

°lEife ^#^1 J±-^_o}- 91^71(240)^1^ ^i#^-Al ti.-^.0> O^^t)-; 2:71^ 

(210)o11 -M^^l^ ^7l «^Ei c-llolE^ *)H -R-^(31)5L5.JfEl ^1^-^rf. «5li#^-Aly.-^.c> 
^^71(240)^1 34fe ^jlM (250)5. #^€4. ^ #J-3*7l (250)^- *IH ^ 

(31)515^ E| ^ ?1(KH 4^ ti.-^.o> ^a_v 7 ] (240)^) <£AV ^5f# #3^^ 

4. «g-3:S*7] (250)3.^3 ^ ^H^^Hb cflolE-1 #^ 31*1 ^(230)4 S7l^ eflH^ 

£1(210)41 ^#€4. t-flolEl #^ Efl*l iEl(230)ofl cflolE^, CBC afl 51 2^ 

*H 3*1 (34)5. #^=14, CBC-MAC 5L— ^ nfl #^ tfW34)5 #^3*1 ^cf. CMC-MAC 51 
5141^, nflS-E] (20)^1 7-1^ 1-eflol^^Hlr^l 3L^ <#3L^s\jl i-H 3,7}^ $)x]^ (210) 
oil ^ dl^lE^ol ^ til si (34)5 #^€4. 

< 48 > 51 5^r 51 241 5L*]& -g-S}. oj-j-^ 0-^(35)01 CNT(Counter) 51515 ^-^}7] 4l*fl ^jS. 

tr s] 5 iL^ji 01^ ^ 5# ^s}^, -i-^- oj-jrsj- 0.^(350)^, ej^li^ 

(310), cflolE] °m 31*1^1(320), #^ 31*1^3(330), 7}^7] (340) , M ^JlSM 

(250) HElJL ^^#^-AlH.-Sio> ^^71(350)1- X^tr^r. 
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<49> 3l*l^Ei(310H^r *lH -fry(31)^.S-¥-Bl *fl^ S7l CiHEi7> *J#€4. 7>^7] 

(340)^ ^^1^(310)^1 cflolE^ofl i^- c-ltlrcf. 7K.V7] (340)^1 cfA] efl^Ei 

(310)41 *H^4. m.^ ^-JLS?-7l(350)fe -fi-bl (31)0.3.-^ 7l(K)<Hl 31*1 

^(310)^11 t-HolEi-I- ©JJlSJ-W-. dHE| efl7l^(320)^ 3E 2*11 ©j ^ 

Jl^M (350)^^21 c^ojE-l °m e^l^E-K320)^l *1#£ tefJ^iEt ©!^#^a] 

*-_£©} <3^*r±L n d|°lEi #^ 3 (330)41 ^1^4. #3 efl^El 

(330)^1 3ME)fc ^lsl^iBS-H, £ 2^ #^ wl^(34)S- #^4. 

<50> £ 3 ^1 £ 541 S.*\& h}<2}- Qo] t M oj-jr^- o.^(35)o. oj.^.^. 4^ 

sis. ^-i- 113. tb4. ^34, z^o} sL^-i- o^^V ^j^g- 7i1?]o S 
Sj^ ^©1 7]^ ^©14. £ ^^H^r 7}X^^£ <g*\ 

ti>^tV ^Al^ofl D^h oj-Jr^- 0.^(35)0. ^o^JT. o^cf. 

<5i> 51 6-^ ^ -a-^(35)^ 31*1^1(410), 3l©lEl ©J ^1^^(420), 

eflolEl 31*1^(430), 7RV71 (440) , ^ 3 1" ^ ■& (450-454) , «.-iL©> <&<&7] 

lr(461, 462) ZLEl^ ©j-Jr^l (470)» i^tb4. WLAN41 £ ^©1 ^-f, 5L 6 

41 SL^l^ <y-Jrj}-7l(470)ir AES(Advanced Encryption Standard) <&3L$-7]g. 

M- -§--§- S-^^Hfe DESCData Encryption Standard) SEtt 3-DES ^ 4^ #-§r ^SSM^. 

<52> 31*1^(410)^ CBC, CBC-MAC £ CNT 2.I=4H Aj-g-sH , j£ 2 sl ^ -B-^(31)4l ^*fl 

^7)^0] ^^^cf. c-flolEl ©j^ efl*l^E-K420)^ 5L 2^ ©j ^ ^s](33)S^-Ei ©J^s)^ 
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ol^j^H ^^-tb^. cflolEi #^ 31*1^(430)^- ^E)#?3]^(452)^Ei 

o1^eji^ H1 . x^^cf. ^E]#tfW§(450-454)£ (31)0.3.^33 3.^. ^(MDHl 

-g-^siH ^^4. -£•— 4lJ:(MD)fe t-lf ^5}- -ff^(35)3 ^ s.=* M-e}^^ 41 

SSAi, cf^o} «1H*3. °1 ^*HHH, ^51- ^(35)£r CBC, CBC-MAC £ 

^ CNT 3.B.S. -g-^ *r Si^-S-S., JE.2. ^ls(MD)^ 2wlH°14. °fl^tfl, -2-= ^1J:(MD)7> 
'OO'^l^ ECB 3.B., 'Ol'^l^ CBC 3.= , 'lO'^l^ CBC-MAC 2.= zl^JL 'll'oj^ CNT 5LJ=* 

M-EJ-VE^. £ 6<HH, CNT H-JEL^ C-flolE-1 o]^ ^S.* M-Bj-vfljl, f^Sr 

CBC CBC-MAC J2.= <HH $]°]&\ zl^jl 7}^ ECB S^oflA-] z))o]t] o)%- 

^eH-hj]a^|(450)^ S= ^1^(MD)7> CNT S.J=# M-b^ rifl efl^iEi (410H1 cflo] 
^« 7^71(440)^ (453)5. 3.B. ^lx(MD)7> CBC 5.JEE. iE^r CBC-MAC S. 

= # M-Bf^i nfl 31*1^(410 HI HI ol &\ 1- <^>il-^Alti.-^o|- ^av 7 1( 461 ) S ^^tf. 

^E]l-aiAi(45i)^ 2.= Ai^(MD)7> CBC £H SE^b CBC-MAC ££f M-E]-*i trfl t £fl^^E)(420) 
€efl^]EJliH Ir^-i: ^i^M ^^7] (461)5 ^^Jl, JE.JE. a]s(MD)7> 

ECB S-=# M-E}^ nfl Efl^l^Ei (420)^1 t^J^iH ^#1^ (453)5 

JL, ^LSlJL 3LB. <0J:(MD)7> CNT ££f M-Ef^i nfl efl*l iEi(420Hl f5|lo]ajAE ^.s. 

* ^^-f-^l <3^7l (461)3 ^^*lnf. ^E]#BJ]Ai(453)^ ^1Jl(MDH1 -g-^^ 

^Ell-^>|s.(450 ( 512) 5&b ^ ja- _oo> <£ #71 (461)3 ^ 7]-^^ ^>uj-^- oj. 
JlsM (470)5 ^t^. ^, ^E|^?flA-](453)^ ) 2.1= #JL(MD)7> CNT 5LH# M-B}-^ nfl ^ 
El ^BflA-l( 450)^1 S.H. Aj3l(MD)7> CBC S^r CBC-MAC 5.2=* M-e}-^ nfl ^i^-f-itL- 
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±0} ^^71(461)^ #3*. nelJl J2.2E. 41JL(MD)7> ECB 5.JE.# ufl igE] 1-^(451)0} 

M- °J-S^-7l(470)S ^^ttnf. 
< 54 > ^l-*M(454)fe S.H ^]Jl(MDH -§-#*1H 1-^ «a-S5)-7l (470)5.^-^1 #^5^ *W 

sl^iBt ^#-?-Alti-_2_o} ^^71(462), ^E]1-bJ1a^|(452) BE^/na] Jl efl^^E] (410)5. ^ 
^Vcf. ^, ^^^511^(454)^, S.JE. ^1J1(MD)7> CNT S.2E.-& q-Ej-'g nfl ^ ^^-71(470) 
S-^-E^ *}°1=1^B# ^i#^A}ti-^.o> <^a>71 (462)5, 2.JEL ^ls(MD)7> ECB 14 b}- 

«i nfl M <y-^S|-7l(470)5-?-Ei^ *W*1*I^H* ig^#5J!A-l (452)5 ZLH}JI 2..E. ^lJl(MD)7> 
CBC ^ CBC-MAC a.^» M-Ef^i ofl « 0 J-JL2M (470)5^- Ei<i] ^iEf gE]#«H 

(452) * ell^iEl (410)5 ^^f^/i (452)^ 3.EL ^1^(MD)7> CNT M-E}-^ 

nfl ^^#^-A]ti.-^.o> (462)5^ «£a> ^.g. zle] ji ECB, CBC HItt CBC-MAC S-JEL^ 

^EH-QjA^(454)^ t-lHEi #^ efl^l^El (430)5 ^th=K 

<55> ^-#*V w}-<4 ^-o] m oj-j-sj. 0.^(35) o r> 5fl^^E^l;(410 I 420, 430), 7R> 

7] (440), ^E] 1- efl^-i- (451-454) > o} <3>&7l #(461, 462) ZLE] Jl ^ ^5}- 

7l(470)« ECB, CBC, CBC-MAC ^ CNT S-JE.# 3.^ ^ ^cf. 

<56> £ 7^. £ iofl £ Al^ oj-igf ^*1(30)£}- ^5.3(20) A>o]o] cjolE-l °))X\^ O. 

5 Ji^ji 544. ^Sl- ^-^1(30)^ CPU(10)5-^E| afl^ = efli(SA)t s.^ ^c^j 

— (DA) ^ 3H&| 3.7l(D_SIZE) 4^ DflS.el(20)« ^^1^4. £ 7*1] 

<y-^5}. ^(30)^ nflS.E](20)^ o]^]) + (s A )6\] ^#43 #5fl-?l^iB(plaintext) 

1- ^S^-* ^r^W. ^Le)Jl, #*l(30)fe ^H^iH 

(ciphertext)l- *l] 5.3(20)31 s-s. <^5.31^(DAH1 ^5:^ ^1(30)^- 0 

^tJKROHH #efl<ya]iH(PT0Hl ^^-7^ ^s}^ 0 7]^ ^TiKWOH*! 
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ol^ifl^H(CTO)!- pfl2.^(20)^ 7l<gtb^. ^°.3,, M-H^l #3l#(Rl, R2 

£ R3)34 71 ^ ^ Till- (WO, Wl>^ W2)°l ^^tf. zieiq-, <&3Ls\- 

(30)7} *fl 0 ^TlKRO)* M ^1 0 7l<y #?il(W0)-i- ^^ji, ^| l £f ^ 

3KRD1- ^*3*Kr <3-Jl3- (30)^1 ^ *i* r « -fr^th ifl^>^ ( #*1 
(30)7} pflS.eH20H *H*1^H1- 71^^ ^-<& #*1(30) ^ « oj.^^ o.^ 

(35)£r <Ham ^5L °J:^Jl 3»1 s)7l nfl§-°14. £ l^Hfe tfl,^«f7l 
*M SM "r^ ^-o], og^ al3il(33)«4 #^ tHs|(34)(S. 2 AA 

^1 2 yfl 3.71S. ■T^Sh*. ^IHS, R0, W0, Rl 31 Wl^- ^Tjl^l- 7l<y 

^-ol, ^-JiS} ^1(30)7> 3|tnsl ^^§- ^ oj^s. ^.s. oj-jr 

$r -H-bi (35)21 4=1^ *l*Kidle time)* aliSHK^ tb^. JflsfHfe <y ^ 

^(starvation) #3)1- «j-^l§>^ ^3 ^&_tfyt\.. ^oJM^- cg^ ^^(33)0) 3. 7 l7> # 
^ °J-SS}- ^(35)-<L5. ^sl^r lr^-^1 3.71^ 2 wfl ^, <g ^ bW33)7> 2 7fl2l ^1-* 

(33H1^ dlolE^l- 71^^ ^ SEtr, « ^21- -fV^(35)JLS-^Ei *}c>l 

3?l^>iH7> #^ tH 51 (34)<^(| ^1 oils. 51 (20)<^1 ^H^^1^H7> 7l<asl7l ^oIe). 

£ 1;^- ^ss}- -fr^(35)£r cf^- #efloiaj>iH lr^-^1 cfltr ^JLSr ^r^«- &7fl 

£1tt 5|ol4. 

DMA SH1-&|(32)^ ^S.£l(20)S^-Ei 1-ell^l^iBl- ^-#*Rr ^4 *}o]3i] U| 
^Ht ^12. Si (20)^1 7l^*>fe ^aHI ^ ^cf. ZI&I^S., ^IH ^^(31)^: nl 
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el ^4 DMA £Ht-iH(32)7} ^ 7] <g ES^if *fl<H 

tb4. 4-8- S l£ «1 3] (33)4 #3 (34) ofl 7>i#^ 7 fl^^l 4^ DMA 

3(32)3 ^ Jf-# ^# a.^-j7 01 cf. 

<59> [a 1] 



(IBUFCNT) 


(OBUFCNT) 


DMA 


2 


0 


NOP 


1 


0 




0 


0 




2 


1 




1 


1 


^# 


0 


1 


^# 


2 


2 


?\<& 


1 


2 


?\v 


0 


2 





#3 tH^(34)^l *H-4 l-^-ol 7l«y ^^Hi ^ ^fe ^ojcf 

. 11^,^ «W33)7> al<H #3 ^(34)7} 43*1 *fl*^ 9X^r H ^ 

^ <&3L$- -ft-^(35H ^S}*] ^4^, ^(33)^ t-sll^^B ^ =■# 

^*r# M ^-i^- -6-^(35)0] ^ ^je^- * _ ^ »|3s|(34)^| t^J- 

^ ^M^i^H* ^£^(20)^1 7l<?J^ ^o] aj^^c}., :zeJ4, <im tH^(33)7> 

«1<H 5^U, #3 BisK34)7> 4^^1 *ti^ *H #s oj-j^ 0.^(35)0] -^^>ji fli}^ 

SLfe 7l<y ^ ^ ^ if«J-S}uf. ZLS-IU)., ^ 
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^2) 7l§^r IMH^, o]e^ ^^MItt DMA SHI- el (32)7} =■# ^-*M- ^*g*Kr 
-M^k a 1^ NOPCno operation)^ DMA ^^(32)7} -f-^-S. *r*8*W 

<6i> olsf £o] t t^5E|(33)^ 1^(34)7} 2 7fl^ 

oj^s. Al^^ H^(50)7> ^(BUSY) ^"Hflofl ^c^S. ^-ifl- -B-^(35)^r 

1-C33 , 34)* °l-8-*M oj-jr^ a^| if ^ag^. ^ <$t\. 

<62> £ 8 ^r £ 2<H] DMA FSMCFinite State Machine)* ^§4. -£ 8°ll 

A i , *IH -tlJl ( M0RE_DATAR ) -fe- , *HS.e| (20)3 <H H. efl^(SA)S-f-Ei ^#f?lH oj^q 

H^Hli* ^^Sfl^> DflolE^ H7l(D_SIZE)7> ^fl^H DMA ^Bl-ei (32 HI ^sfl^i 

^5.^(20)51-^ C-HojE^ £L7lJ±t} # tf)] 1, ZL&|J1 ^uj- £* nfl OojCf. 7^ *fl 

<H ^15L(M0RE_DATAW)^, ^€ ^ ^2.e](20)^ -=-5. <HS.2fl^(DA)<*fl 7l<y 

€ HH^3 3L7l(DATA_SIZE)7> DMA ^Hl-e^l 7l<y^ HH^3 3.71^. 

<63> *\]o] o.uj (31 )^ 1* nfl DMA ^1H#S1(32)7> ^1 ^3l(510HH 

# -#31(520)5. ^l^t!:^. 

<64> 1] M0RE_DATAR && (RBUFCNT != 2) && (RBUFCNT !=1 II 

WBUFCNT !=2) = 1 

<65> DMA ^1B1-Bi(32)^ ^JEE^O)^^ HHEi-I- ^ ( DMA_READ ) °] ^LS^ ^ 

# -tlJl ( DMA_RE AD_D0NE ) # t^^i, 1^%; ^-Efl (520 H] >H 4f*l ^ (510)5. 
°1 , 7>*H(DMA_READ_CNT) SJM ^7]-^. 
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<66> 



<68> 



#3 2003/12/15 

*)H -fi-^(31)£- c]~§- 2# nfl DMA ^lHl-ei(32)7> ^1 #eJ|(510H1>H ^ 

# ^-Bfl (530)5. 

< 67 > [^^o 2] MORE.DATAW && ((RBUFCNT=2) II (RBUFCNT=1 && WBUFCNT=2)) 
&& ICBC-MAC = 1 

DMA ^mt-&|(32)ir ^3.^(20)^1 ^1 °1 » 7] ^ ^-*KDMA_WRITE)°] QM.S\# 7}<$ 
Qg. ^1S(DMA_WRITE_D0NE)« #-S3**>aL, 7]<$ 530H*1 (510)3. 

°1 H, 7l<y ?}-^H(DMA_WRITE_CNT) &o] 1^ ^7>^cf. <£jl ^!Jl(DMA_READ_DONE)^ 

71^ #S <0s(DMA_WRITE_DONE)^ *1H -6-^(31)^.3. , H (DMA_READ_CNT) Q 

7l°J 7l-^H(DMA_WRITE_CNT)^ *IH -fi-^(31) ifl*l| ^€ 7}^l-(n] HA]^)^ #olt}. 

^fl-S-S] (20).S.^-&) ^H^l aL7l(DATA_SIZE)^ 7>^H(DMA_READ_CNT)^ ^Tfl 

°11 <4€- ^|<H -tlJUMOREJMTAR)^ #Efl zl^zl oflaej (20)«^1 7l<^^ cflol^ 37] 
(DATA_SIZE)5q- 7}<£ 7>^rB(DMA_WRITE_CNT)3l 7l<y *1H >0 JUM0RE_DATAW)£| #Bfl 

7} t}|. 1 2 ^ a 3^1 4^ 

<70> [a 2] 



<69> 



^# ^lcH 
(M0REJDATAR) 


2. £ 


0 


DATA.SIZE < DMA_READ_CNT 


1 


DATA_S I ZE > DMA_READ_CNT 



<71> 
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7]<y «|<h Ais: 

(M0RE_DATAW) 


^ 3 


0 


DATA.SIZE < DMA_WRITE_CNT 


1 


DATA_S I ZE > DMA_WRITE_CNT 



<72> 



<73> 



<74> 



5. 9tt £ 2^1 5LA|^ oj^ (33) , #5) «W34) ZL£):n. ^ ^ssj- -8-^(35)3 # 

4# FSM-§r J±<^aL &tK £ 9 # , *1H ^(31)^, W #JlS|- -fr^ (35H1 

*\ x]z)n<>m ^]°]^\7\ *1H ^1^(M0RE_DATAR)7> lojig) m oj-^g). o. 

^(35)^: ^>Efl(610HH M -fj-^(35) *fla #31(620)5 ^W^Itf. -g-^=- °J-;£ 

si- -fi-^(35)£: #3:3*- §a)7|- nfl °m ^3:0NPUT_READY)t- 1 

^ f^^U, ^fl 1-^-^1 cfl^ S^1li7} ^sL^l^^- afl *!3L 

(0UTPUT_READY)» 15 sj-tb^ . 

*fla #Bfl(620Hl M #3:3- -fr^ (350)^8- , ^lS(INPUT_READY)7l- lojji 

zle|ji HW33WI 3^51 *>M-^ cfl^^7> sa^, ^(33)5-^ M #3:3* -fr 

^(35) AS. eflolBl# #^Hr #Efl(640)5 S3 ^ «W33)5Jf 3 <#3Ls\- 

-B-bJ (35)^.5 cflojEi ^s]^ #^=- #3:5)- -^(35)^ #5. ^3:(INPUT_D0NE)«- 

%^^al, tM ^la ^-Efl (620)5. 

*fla -M(620H *# ^ #3:3}- -ff^(350)£-, #^ ^JL(0UTPUT_READY)7> lo] 

Jl n.£\5L 3i] (33)7} «h *V 5**1 1-^- #3:2)- -H-^ (35)^.5^- #a) ^31(34) 

5 dHEi-I- #Efl(640)5 €°1 W. 1-^ #3l3}- -f}-^(35) °-5^-E| -fra) ^(34)5 
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dl °1 ^S)^ £-& oj-jr^). 6-^(35)0. ^ <g. m ^ls(0UTPUT_D0NE)# ^sH^ji, 

tfA] ^3. ^-Bfl (620)5. ^°1 

£ 8 ^ £ 9<^H , CBC_MAC SJ=<y ^-f , ^ M-ofl ^ n^} + 7 } ^LSj^ 

«fl ^H^^H^ l-^A^>7l afl^ofl t^e] (20H1 7}°^ *££-7} =L^B.S., 

<&3L2\- ^1(30)3 *1^(50) A>-g-^- 2]i2l-3}7l CBC-MAC S^oflA^ z)- ^s.^ 

^ ^H^EflAEf ^£.51(20 HI 7l<y^H ^cf. CBC-MAC S-^H^ fsfoil ^ 

<#3L$\- £S^li7} f^sl^-g; ^ efl^l^EK410)^l *H>£ HM^* nflS. el (20)^1 -=-5. <^ = efl 

£ 10a ^*1 .£ lOb-cr t\]°l*\S>) p>*1°H1 -o-^ #<^Hr ^S-sfl^(zero-padding)-i: <^1 
iL^^ZL SU^. £ 10a» t-fl ol e-1 Hefl^o] n 7^ t^sJjI, 1 

371^ Ll^ nfl p>^)^. n fsc] 37] - ^ Ll0 ] o>u|cf. a^tfl, n 1~§=- 

51 H7l L27}- Llicf ^o.^ n M-fi) 3.7}?} Llo] cflolE^ u^^oj 'O'-g- 

^ >flS.-ifl^ol ^*lMfe CPU(IO)^- oj-Jis)- #*1(20) a>o]o) cjolel 

*-2|^i^>7l fl«H #5:3J- #*1(20) ifl<*IM ^lS.-^^* ^*Stbrf. *1H -R-^i(31)£r 

^7H1 CPU( 10)3.^ E-1 ^£|tt C-flolEi A>o]^7} A>o] ^^yfl 7 > of u) ^ DMA ^H#ei 

(32)1- ^-*fl *W33)3L p}*1^ ^-s-ofl ^^.-3))^^ £ lOb^l 

w}^ ^-o], *\]o] o.^( 31 )o. oj^ «l3Jl(33)ofl a) ^ n hJ^ -h.js.oj n>^^-6fl '0'^-g- ^HJ*} 
^ n »I*fl 3.71 7> Ll°l £]£^- th=h 

^Bl^, CPU(IO)^ ^1(20) A>o]ofl ^ais)^ cflolE-1^ ^-c].. -f >JH , 

CPU(10)^ *)W ^iil- -y-Jis)- ^1(30)51 z\]o] ^ (31) SLsL ^^tf. *|H ^^.ofl^ ^ 
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<78> 7l£-3_OS, Oj-Jfcj^ CflolE-1 ^, 1-ellOl^^E^ ^5.51(20)^1 ±i o]n e1 |A^ ^ ^ 

<H &M°> ^ji i-H CPU(10)7> *iH ^8Jit ^sj- ^1(30)<H1t11 «£s^^ <&s.s\- 

^-^1(30)^ ^Jis}- HS^lif ^*J-5r>jL, ^e) ^4°] *H^ei^H# s.^ <>| = 5fl^l 

4. °14 ^ ^ t^oll sj*>^, CPU( 10)5+ ^ss* #*1(30) ^W^l 3 <H 

<79> ^ s.j=ofl n+eH CPU( 10)5+ oj-ssl- #*1(30) >M-°H ^^l£l^ *1H ^^.5+ 

c-flolEW cf^- 1 ^. ECB fi^H , #eflo]Edi^H^ oflS-Bl (20)^1 ±^ efl^ofl 7-1 o] oi 
<^o> s>^, ^H^e^e^ ^lS. el (20)^1 = efl^o]l ^^t}. ECB 2.^1^ ±^ o] £ 

efli<4 -=-5. olc efli - ^sjSflH ^-^*>t+. CPU(10)7> <$SL3\- ^1(30)S *lR*flo) § *1H 
^iUr 4ii ^^ell^, ^-5. ^^-elli, 71, 71 A>ol S( cflolE-l A>ol^ ( aj-^ ^JI ^ as. 
clef. ECB S^H^, z|- l-^o^i tfl^j- <y-^2). =s^lli7} °JK4 ^H^l^-^7}- nfl 

S5l(20)^ -=-5. ojEJlii ^^<H°> th=h 

<80> CBC S.— ^ ECB 3.^ -frA}*}^, *\}o] ^ ^B\7} S^-sMo) CBC-MAC 

2. El (20 H 7}<$f>}*) ®o\S. €4. ^n>, lr^-1-oll cfl^V oj-^gj. a S ^ i7 } ^K$)JL uj- 

Ai ell^liE^(410)^l dl^Bl7> CPU(10)S. ^sH 0 ) ^4. 

<81> OCBCoffset codebook) JE.JE.fe CPU(10)^ ^-i- *Vc)-. £ 11^ 0CB JE-jE.^ 

0 J^5l- ZLEl Ji £ I2fe 0CB 5LB.ss\ ^3.$t SS^lif 7fl^^ o.s. Ji^JI oicf. 

OCB J2.JE.ofl ^ vfl-g-^: nl^^. 7 fl*J± 2000-51537^1 7flAls)<H &t+. ^- ^ cq o^-jr^ 
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#*1(30)^ *HeJ^ S.B^-(codebook)4 (offset HI A M-^l 

HI- s. ll^M, 91% #2. 710 3? 720.2-5. ^H*] Jf£r£- CPU (10)41 S^fi 

Jl, °J# 730, 740 g 750J15. *q i ufl^ ^ 3 ^H^s- o_ oj-j^ ^l( 3 o)ofl 

<82> £ 13-^ H lofl J£A]^ ^1^.^(20)^ ^c e ^s.(SA0 - SAm+lH 31 o^ # 

^•#(10 - Im+D-4 -s-a. o^cefl^s-QAo _ DAm +l)^l *H>€ ^^1^ ^#(00 - 0m+l)# iL<*| 

<83> £ 11 *J JE. 13* #S^>^, ^JlS}- #*l(30)^r 0CB 3.^.^-9} ECB -E.J=<2}- ^SMI ^3)- 

1 ^Efl 01^(730)^^-1, nllse)(20)2l o^cefl^do)^ cflojEl ^^-(10)^- 

t\]°]B] *m 31*1 ^(426) (2 6H1 ^ °^S.^7) (470)^ cflolEi gfl;*]^ 

(420)oll t3flolEl M.-i=.(I0H tfl*V oj-^gj. ^^>JI Zl tj\o]B\ ^ 

31*1^(450)41 #^ 31*1 i£l (450)41 *1^ 3He1^- _£H^(0f fset0)Jl 

CPU(IO)^. ^^cf. CPU(10)^ ^5}- #*l(30)5.-^Ei Tfl^ ^.H^KOffsetO)^ 

5U=.-5KLntz(l) - Lntz(m))4l nJ-eH £.H3!#(0f f setl - 0ffsetm)-gr Tll^l-JI, 41S.S1 
(20)^1 ±% cg^cfl !-5)l«y^B!-(Ml-Mm):4 Tfl-iM -$-H^l-(0f f setl - Offsetm)* 

qi#^A]y.-^.o> oj^^i, ojA> 412. e] (20)3 ol = £ ii^s.( SA i _ SAm+l)4l 

<84> *fl 2 iEfl 01*1(740)0^-1, oj-^gj. ^-^1(30)^ 412.51(20)3 4^ ^^^(SAl - 

SAm+l)4l ^ #^-&* ^H^-S. ^-#*IH <&l§f HS^l^f ^*VuI, #3:^ 
dlolEl #^-i:(00 - 0m+l)# 4125} (20)3 ^-5. <H 2 31^#(DA1 - DAm+l)4l ^^W. 
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85> CPU(IO)^ <&3L& (30)^1 *fl 2 ^3] (740)7} <H2. sfl^l-CDAl _ 

DAm+l)°fl cflo)B] l-^-#(00 - Om+1) n^Jl 2^1-(0f f setl - Offsetm-1) ^ #31°} 

^H(MmH -5i^#^Alu.-^.c> <£XY£r ^^1^^^H1:(C1 - Cm)* ^tH}. 

^elZL, CPU(IO)^ 31 3^ (Checksum) -4 2H3!(0f fsetmHl cfl^ ^ ^#-¥-^1 w.-^.o> <£^g- ^ 
*3*]H ii oj£5||i(DMl)i ^tb^. 

86> Tfl 3 ^H^ofl^, <y.jr2r|. ^(30)^ ^ = efl^( S Am+l)^ ^ 

(Im+D* lzr%;n*} #312}- H5L4^# <&3l^& ^(Om+i)^- ^^^(20)^1 

<H2.efli(DAm+lHl CPU(10)^ *\) 2^ (20) ^ -S-X <H2- efl^(DAm+lHl 

87> £ 121- , 0CB 22^ 4Jl3* 4^o] ^tg^c}. £ 12^1*1, ^Jl 810 ^ 

8202S #r°^ ^--£r-& CPIK10H1 2l*fl ^r*S5]^i, 91% 830, 840, 850 ^ 86025. 

^) l vflx] ^1 4 ^M*]^£- oj-^gj. ^l(30)o]l ^*S^cf. 0CB 222} uf^^- 

5. llofl 51 a] si 0CB 22<i} ^s}- c^o.^. ^^m, <&ZL$\- #*1 (30)^1 4 7flS] ^ 

°1*1 #(830-060)* *«fl^ 42^7} ^=1^. <*)7H ( 0CB 22.S} ^-Jls}- <*a] oj-jr^j. ^ 
(30)1- ECB 2=5] -S-JlsI-S. ^ 

88> ^Al^O] H]-^^. -^H* Ol-g-^ ^ M}-^ ^^^^^o> ; M^o} y}^- 7flAl 

€ ^jofl^ofl ^3*1 S^^r 3°1 ^ °l*fl€ ^H^. 2*13, -S- ^^ofl^ Cf<# 

?b ^ -B-A>tV ^*o| if-^ ^ ^2^- £>B^ ^ojcf. ccf^, 

^fe =L^ ^ ofls. §1 ZL -B-A>tV a.--, i^Rr ^ O.^ 7H =^ SflA^^ 
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^<*fl 3*}^, i^l-i: °l-g-*}^ ECB, CBC, CBC-MAC, 

£\ 31 OCB 5L— ^ °XS= #Z\7\ tt&t±. SEtb, CPm <&3L& #*1 1} 

^ Slcf. ci^-ol, oj-Jisj. ^71- ^l5.-sfl^ 7)^ *1 
^til^ CPU7> ^e)«fl6>^- ^s^tf. 
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1] 

n1|5.5H ^jgjs^yl 3 1!: 5a°H : 

A oM <^ H^Hl CflolEi -i-^^ <a-S^>7l ^tl: ^J-^ ZLElJl 

<y-J:s]- ^*fl dHEl# xi^}7l w^t- s.^f>}s\; 

<H ^^#^1 -g-^siH -S^Rr 3^- ^HJ ^ #JL5}- #*|. 

2] 

l *M 9X°1*\, 

^7] <&3L3[ ^H.o)] -g-#*fl*| 3.7} ^ ^ 5L=1- M-E}-^ ^ 5.H. ^ 

[^^d- 3] 
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#7} ■§■*]- 3.^, ECBCElectronic Codebook) 2.H., CBC(Cipher Block Chaining) 2.H. , 
CBC-MAC(CBC-Message Anthet icat ion Code) £H SE^b CNT(Counter) £H ^ 

*m #*1. 
[^T 1 * 4] 

3 %H] 5^1, 

#7l c-11o]e^ °m efl^^Eiofl cflolEil- ^JlS^Hr ^J^l ; HE)J1 

#7l #Jl3}-7H <^1H ^5)-^ CflolE^ 7-]^>7l ^tt t-lHEi #^ aW^E^ if- 

^ 3* ^^.s ^ #*i. 

5] 

^ 4 %H1 , 

#7l <#2Ln -fr^ #7} ECB ^sHr *Rr <&3L$- . 

6] 

4 &o^, 

#7] -8-^ O.S*LEi ^71 «]Ell- 7]#sr>7l ^ *V 2.7] ^ 31 7} ^ Sif ; 

#71 ^7l ^}El efl^iEloll 71 #7l ^7l **\&\<Z\- #7l t-fl E^ °j ^ 31*1 iEHl *\ # 

€ 1*1*13 '-9 ^-e| <3#*Kr *fl 1 feE] <^#7m S.^}$r ^°-£- T5>±r ^J:^ #*1 . 
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l^^ty 7] 

^1 6 

#7l -f}-^£: ^>7l CBC SE^ CBC-MAC -E-EL ^ o]± ^ 

8] 

-#71 <y-^S)- -H-^ol ^> 7 i CBC-MAC 3.— 4, 
9] 

^71 ^71 ^E) efl^^E-]oll CflolE^l c)«|)^ #7l ^E-) 

eflxliEiofl CfA] 7i^>fe 7>A>7l^; 

#71 2:71 ^E-l sfl^EH 7-1^ dHE-l# ^jr^*}^ ^sM^; 

#71 tHSl^-Ei dlolE^l- 7l#s:}7l ^ & Cfl o] B) efl^l^E^; 

#71 ^2)-7Hl Sl^flAl ^3]-^ CllolE^ #7l C-flolEi efl^^E^] 7-] cfl 

3* ^El ^#^>7l ^fl *)1 2 feE) <g#7l; ZLElJl 
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#7l A 2 fee] ^^71^1 cfl^E) Efl^liEil- 5Lf-<sRr 3}^ 

10] 

#7l #Jl3|- -B-^^r #7l CNT ^-^Hr ^-1; f^Og. o^gj. ^ 

111 

*n 3 sa°H, 

#7l oj-^gj. c.vjc. ( 

#7l *|H ^C.^«-E^o] ^Ei# T^Kr ^71 »31 Ei ^|iE^; 

A oM »|3E) ^.-SjMHo] #7] DflolEi# ^ #75}^ t-lHEi <^ 31 *1 ^E} <2f ; 

#7l #^ al^ls. t-lHEi!- 7i#^ cflolEi efl^l^E^; 

7Rl7l<2}-; 

#7l ^ 5LEL A] ^ofl -§-#*lH ( ^7) 3,7) ^jE^ i^l^E] 6|) 7-1 #2} cfl e) , #7l 
7) ^] Z]}X)^B]6\] 7-]#£ Cflo]Bl ^ #7l cflojE-l <y ^ Ell^E^l ^ ^ ^o]Eil- fee) <g 

Alt!: ^4 HH^I, iE^r #7l <9 3 efl^l^i r-flojE^ 7>£-tfl # 7 ] 

^ c|lolE|S.^ ^I^Jl, #71 2JEL A|^-ofl -g-lg-SflA^ #7l 3,7] ^] ^^]^ : \ 

7-1 #£ cil oi E^ i- #71 7l-#7ls. ^sRr A l ^ sis; nslji 

#7l 2.= Al^ofl Aj-7l c^olEi 511^1 ^^Hl *1#€ ^1 °1 ^ #7l 

<y-jL2]-7Hl £]*1H til ol B] # i^E) <£a]^ ^ ^ 0 ] E ^ £ - aV 7 ] ^.s. oj-jr^l 
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o\) ^SflA-] oj-^g}.^ cflolE^l- #71 t\)o)B\ #^ efl^l Q^JL, #7l ^ 3.EL A]^^ 
-§-#*lH, ^"71 ^Jl^H oj-^gj.^ C-flolEi-I- #71 ^7l «AEl efl^l^E^ ^SRr *fl 

2 s)5L» x^}£l; 

#7l 7>#7l^ #7l 1 #iJ1 ^5.5.^-Ei *fl^ Z\)o]B]°\] v] e] ^ d*flAl # 

71 ^71 «3lEi efl^l^E^l *1#*Kr ?A^r ^^SLS. f>}±r <&3L5}- #*1 . 

[^^# 12] 

*fl 11 *oHl &<>H ( 

#71 1 ^ 3?3.fe, 

1 ^El^?^^; 

^1 1 ^sl <3#7l<q-; 

#71 £H Al^oll #71 ^71 ^E-l Sflxl^B]6fl X] #<g C-flolE^ #7l 7>#7l <2]- 

^"71 1 ^E|#5J]A^ #71 *)1 1 ^El <S#7lS. ^^Hr 2 ^El^BJH ; ZLEjjl 

#71 J5LJE1 ^l^oll -§-^11^, #7l C-flolE^ °m Z)]x)^&\d)) CflolEll- #71 1 

feEl ^ l #7l £E^r #7l ^ 1 ^El^eJlA^ #^f>}^ Tfl 3 ^El^EJj^-i- S.^}^} ; 

#71 *\] i i^E] <^#7l^ #7l ^1 2 ^ ^1 3 ^El^BjlA^S-^Jf y>c|-s-al 
feEl <S#*1-jl; 

^"71 ^ 1 ^Ell-BJH^ #71 ££ Ajjoll "S-'sHH, #71 ^1 2 ^El^BjlA^ , # 7 1 1 
feE] ^#71 £E^r #7] ^ 3 ^El^HJlA^ ^ o_ ^ ^.s. oJ-JrsM^. ^^>^ ^-g- 3i-;gO_ 
5. ^ °J-Jl2l- #*1. 
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13] 

x\) 12 %H1 SU^*!, 

^1 2 -fee} °1^7l ; nelJi 

^"71 5L= ^IS^] -§-^-^1]^, ^-7] ^JLSM^I #B|-§- *fl 2 fe&) ^^71 5Efe #7l 

^ 4 ^f-eJH SE^r/ZL^JL ^7) 2,7} ^] ^liE^ ^f^lc A 5 I^^^HS 

si; 

^7) 2 fee] ^Mfe ^-71 ^1 3 ^ ^1 5 lEjt^ifo] «>o>S.C^A^ 

^-71 4 ^l^A^ ^-71 2 fe£) ^^71 5Efe #7l 5 ^ E) # S3] A) c>) ^ 
71 no}^ ^ t:-11o]E^ ^^Vfe l5>fe <y-Jl2(- 

[^^J- 14] 

*fl i $a°H, 

*}fe ^J* ^-^^-^ *}fe 
15] 

^1 14 %H1 $a<^i, 
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A oM <^ d^S]- 3HE|7} « 37li^ ^ nfl ^S.-Bfl^ 

(zero-padding)^: ^*3*Rr ^ ^^SLS. arRr . 
[^Ir 16] 

*fl l %H1 si<H>H, 

^ FIF0(First-In Fisrt-Out) tR^o] ^ m^o S ^ oj-jrs). ^ , 

17] 

1 ^1 ^^^1, 

[$^* 18] 

*ll 1 «8-4| 5a<H*l, 

#^ w^tt FIF0(First-In Fisrt-Out) tH^o] ^ o. ^io S ^ <#JiS}- . 

[^^%1 19] 

*11 1 *cMl &M*1, 

20] 
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#7l v\}3.€\ SHf^b, 

DMA(Direct Memory Access) SH^s^ ?>\^ #*1 . 

21] 

#7i oflS-BH *|#^ 3He1» ^5}-^>7i ^tt ^xsl- #*1; nelJi 
#7l <y-j>sl- #x)si\ *)H*Hr ^o o > ^e) #*1« i^-s); 

#7] <y-Jis}- #*lfe-, 

#7l nfls.&| ^*(M dHEl-I- 7^sr>7l tb <g ^ n]^Q\.; 

#7l <gej tH*Hl *1#^ M-* ^^-*>7l oj-jl^- -fr^; ^ Jl 

#7l nflS.Sl 7iH*ei^ #7l #^ tiWl 7-}#^ # 7 ] <£3lS^ C-fl o] B\ « #7l nflS^ 
#7} nfl^Sl $Hfel , #71 B^. #71 -fi-^ ^ #7l #^ ^ ^ #71 *)H ^ 
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